Pamphlet No. IV

SECRET COMMUNIC ATIONS

It is quite obvicus ta all of us that we have tec discuss the various methods
of secret communications semiously. We realize that,,as our groups grow and spread,
we will find it necessary to transmit messages, reports, instruatiens eta. from
group to group. We have to beware that if these messages are intercepted and read,
the whole organization will be endangered. Later, in the event of active haostilities,
it will become even more urgent to send messages safely, speedily and secoretily.

For this purpose we have made a study of the many methods of seoret aommunicatioms
and have come to,the conoclusion that the following merit closer consideration.

1) Codes 2) ciphers 3) seoret ink and 4) secret methods of delivery. Let us deal
with eachmin turn.

I) CODES: Cudes are really billingusl ddictionaries i.e. letters or signs are used
to represent other letters, words or ideas eg. the morse code. Here letters pf the
alphabet are indicated by variations of dots and dashes. The various cemmeraial and
military ocedes follow the same prinaiple except that, in most cases a sign represents
an idea or a word. (af. the local road signs)

For our purpose codes have the folluwing advantagess— 1) they offer maximum
security in that they are difficult to decipher unlesw the code book lands in ememy
liands or the enemy interaepts a rnumber of cur messages.

2) They are quick and simple to encipher and decipher which reduuos the margin of
error and also saves time especially where speed is essential.

3 Despite these obvious advantages, however, oodes have the fonllowing staggering
disadvantages:— 1) There are cbvieus limitatiens on words and serviceable sentenues,
Only those words provided for im +the code boek can be used.

2) Codes cannot be changed er rcplaced at a moment's notice. This means that if the
code book falls into enemy hands, much time is lost in working out and editing a new
beok.

3) Once the code book is captured by the enemy much damage cam be done if we are un-
aware of the fact.

II) CIPHERS: Ciphers arc secret wititings in which any idea or message aan be writtem.
It is net limited, as is the oase with codes. No dictinnary is necaeessary. All ane
needs is a key. We are more interested in ciphers thercfore, as we envisage carrying.
exteonsive communicatiens which will entail froquent changing of ciphers for the
sake of seaurity. Before we discuss the varieus types and variations of ciphers,
we shyuld bear in mind the fact that a good ciphier should fulfil the fellewing:
requiremen ts:— a) it should be relatiwvely simple to encipher and deoipher. This
would eliminate the pnssibility of errar. b) it should be reasomably quiak to em—
cipher and decipher. This will become morc important whon the message is urgent.
c) it should, if possiblc, be above suspicion. Im other words, it should nat look
like a aipher. This would inorcase the chancos of suaccss.

There are two basia types ef aiphers viz. a) Transposition and b) Substitutirm
cipliers.

a) Transposition Ciphors: Transpisition oiphers arc formed whem the narmal positiam
of the units making up the message in plain rcading, arc changed eg. writing the
message backwards. N.B.. The erigimal lettcrs of the mossage are mainteined. They
are omly sarambled according to some method.

Two mothods of sorambling the letters are by using a) Goometria pattorns and
b) Route Transcription




(a) Geometric Patterns:- o 3-?-
A message containing, say, 20 letters can be written

vertically in two columns of ten letters each and transcribed horison-
tally in groups of 2,4,0r 5. The group lengths are quite arbitrary. A me
message of 16 letters, for instance, lends itself easily to gromps of
2,4,8, (2x8; 4x4; 8x2/.

The most common geometric shapes are sguares, rectangles
and triangles. llore elaborate shapes are subject to error. e€.g.
Message in plain text:EXPECT ME SATURDAY NOON. (20 words) .
Written vertieally:- EX : . I

PE .

ME Transcribed:9group lengths of 4) .
SA . EPCM STRA NOXE TEAU DYON.

: ON.
‘b) Routc*Tmanscraviionst

Route iranscription is done in blocks which are repd-oither
vertiecally, horizcntally or spirally. :
Here it is best to give examples:

(horizonial) (vertical) (spirally-clockwise)
SECRY : B EN I 1 S ECRE
TCOHUM ; ETT M C O S80I 7%
UNICA gecu.Al AT C
TIONS RONTS NUMMO

L]

Frcm thece examples.it is obvipus that many variations nmay
be developed, It is aliways wisest, however, to keep to the simpler
forms to cvoid error ond delay. .

Note: Befors enciphering a transcription cipher, we must determine the
following:-
ag Size and shape o° geometric pattern. - E {
b) Starting place and route. ;
¢) Group lengihs.

* Grills:

1

This is r2ally a form of transcription cipher. Here perforated
cardboard matrices, called grills, arc used. These perforated plates '
are placed on paper end the message written in the hbles., When the
cardbogrd is renoved. the remaining space on the the paper is filled

with meaningless letters. This type of secret writing entails carrying a ¢
grill on one all the time as no message can be reoad without the perfora-
ted cardboard. As is the case with codes, this &s a ‘simple quick nethod
of sending messages. The main danger here., again, is that the perforated i
board might bte seized by the enemy. |

-

TI. Substitution Ciphers: «
These differ basically from transposition ciphers in that th
different letters or signs are substituted for those in plein text. A :
very simple form of the substitution cipher is writing down the alphabet ¢
in the conventional manner and then writing a2 r.- ersed alphabet below it.
The reverse becomes the cipher - in other womds z = a and y = b. This
can be varied by changing the starting point of the alphabed or by 5
using 2 or more cipher alphabets.
Mixed Ciphers: :

This best explained by example., Here o key word is uscd as

the starting point of the cipher nlihahet. We will use the word"Cipher".

[}

ABCDEFGHIJKLMNNO etez
CIPHERABDFGJK L M otc) Omitting those letters contain=-

ed in "cipher".

DECODING:~
We must always bear in mind that experts can deternine,

by means of frequency tests, whother transposition or substitation have
been used, because of the frequency with which certain words or letters
(in'uny 1angunga) occur, They can break any code or cipher = givon tine.
It is for this reason that ciphers used, have continually to be changed.



-3 S5.C.

IITI. Sceret Ink and Other Secrct Mothods:-
Codes and Ciphers are not the limits tp secret communication.

Secret inks are invaluable especially if one wishes to avoid suspicion,
Inks thot have beun used for this purpose arei=

i) Chloride of Cobalt solution (ii) 04l of Vitriol , (iii) Onion ,

iv; Vinegar (v) Ammonia - (They all become visible on heating)

vi) Alun Solution (becomes visible when moistencd).

Othor disguiscs in clude sending nessages in newspapers
(marked with secret ink) on wrapping, clothing etc .
IV. Mothods of Delivery:2
Here we may consider:-
Ei) Postal Service: {wherever it is safe).
ii) By Personal Contacts, Herc people who eould be used include conmer=-

cial ond other regular travellors, students, visitors.
Note well: It is esscntial that all contacts be above suspicion,.

EDIATE PROBL :
i) Deciding on which codes or ciphers to adopt.
ii)hcqnainting ourselves with the basic principles of codes and

ciphers.
{iii) Instituting a regular cxchange bf newspapers,
iv) Working on a suitable ink,
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